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Abstract: Risk management has evolved into a strategic competence for organizational resilience in volatile,
uncertain, complex, and ambiguous environments. Small and medium-sized enterprises (SMEs), however, are
constrained by several distinct limitations that have thus far precluded the adoption of sophisticated risk management
practices. This study investigates the key determinants of the adoption of risk management practices and theories by
SMEs.

A PRISMA-guided systematic search of Scopus, Web of Science, ScienceDirect, and Google Scholar,
complemented by backward and forward citation chasing, was performed by conducting a series of transformed search
queries inspired by the research question. A total of 22 studies met the inclusion criteria and were retained in the final
synthesis corpus, with all studies being published in the last decade (2015-2025). An inductive qualitative meta-
synthesis methodology inspired by grounded theory methodology and theoretical themes of information systems was
employed for the synthesis.

Thematic analysis revealed that studies identified five key determinants of risk management adoption by
SMEs, which have been classified into an integrated typology: internal determinants (resources, formalisation,
planning sophistication); managerial determinants (owner-manager competencies, leadership commitment, risk
perception); external determinants (regulatory and stakeholder pressures, sectoral determinants); environmental
determinants (crises, climate change, digital transformation); and informational determinants (information systems,
reporting, documentation, training/advisory support).
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This study provides a consistent framework for the adoption of risk management by SMEs within volatile
environments. Prior research has identified a large set of potential determinants, and by synthesizing these, this study
reveals distinct patterns of divergence within and across regional and industrial boundaries. Furthermore, this study
shows that environmental and information determinants are increasingly important but have been relatively under
researched, particularly in the post-2020 era. This study specifically captures post-2020 transformations associated
with digitalisation, cybersecurity exposure, crisis preparedness, climate-related uncertainty, and informational
capabilities affecting SME resilience and risk governance.

As a qualitative evidence synthesis, the review identifies recurring patterns and determinant categories rather
than estimating statistical effect sizes.

Implications are provided for both managers and policymakers. Future research directions focus on
longitudinal research and the development of standard measures.

Keywords: Small and medium-sized enterprises; Risk management adoption; Enterprise risk management;
Determinants; Systematic review; PRISMA; Resilience.
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1. Introduction becomes increasingly volatile, uncertain, complex and
Management of risk has evolved from a purely interconnected, organisations feel a growing need to
technical tool, considered instrumental to organisational address risks with a view to protect their assets and

performance, to a strategic capability. As the world ~ achieve their goals. In today’s global environment,
subject to recurrent economic and financial crises,
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political instability, cross-border health crises, an
exponential rise in cyber-attacks and escalating effects
of climate change, risks of various kinds are likely to
affect organisations in terms of their objectives, earnings
and sustainability. Therefore, risk management is no
longer conceived merely as a preventive function
against loss, but also as a tool for achieving
competitiveness and sustainability over time.

Small and medium-sized enterprises (SMEs) have
a special place in this context. On one hand, SMEs are
the real engine of global economies. On the other hand,
SMEs are particularly vulnerable to shocks due to lack
of financial slack, deficiencies in human capital,
informational disadvantages, and owner-managers’
influence on strategic decisions (Falkner & Hiebl,
2015). This vulnerability is further exacerbated when
SMEs take quick decisions mostly relying on informal
procedures, ad-hoc measures and on tacit knowledge.
The question of why some SMEs pursue a more
systematic risk management while others fail to do so in
a timely manner therefore raises considerable theoretical
and practical interest.

Although the literature on SME risk
management adoption has expanded significantly over
the last decade, existing evidence remains fragmented
across geographical, sectoral, and methodological
contexts. Previous systematic reviews, particularly
those of Falkner and Hiebl (2015) and Crovini et al.
(2021), primarily focused on traditional Enterprise Risk
Management (ERM) practices, organisational
constraints, and managerial issues affecting SMEs.
However, recent post-2020 developments have
profoundly transformed the SME risk landscape
through digitalisation, cybersecurity threats, crisis
exposure, climate-related disruptions, and increasing
dependence on information systems.

Despite these developments, there is still no
integrated analytical framework capable of
synthesising the multiple determinants influencing
SME risk management adoption. Existing findings
remain dispersed and sometimes contradictory,
particularly regarding the interaction between
organisational readiness, leadership commitment,
external pressures, and emerging digital and
environmental risks.

The paper employs a systematic review and
qualitative meta-synthesis to answer the research
question: What determinants influence SMEs’ adoption
of risk management practices, and can these
determinants be classified into a meaningful typology?

Risk management refers to the process of
identifying, assessing, dealing with, and monitoring
risks and opportunities (Crovini et al., 2021). SMEs are
typically characterised by limited resources, centralised
decision-making, and lower levels of formalisation. In
this context, determinants refer to factors influencing
both the willingness and ability of SMEs to implement

risk management practices (Ahmad & Teo, 2024).

In this review, risk management (RM) is used as
the overarching concept referring to the identification,
assessment, treatment, and monitoring of organisational
risks. Enterprise Risk Management (ERM) represents a
more formalised and organisation-wide approach
integrating risk considerations into strategic decision-
making. Business Continuity Management (BCM)
focuses specifically on maintaining organisational
operations during and after disruptive events. Risk
governance refers to the broader structures, processes,
and responsibilities through which risk-related decisions
are coordinated and monitored. While related, these
concepts are not synonymous and are distinguished
throughout the analysis.

For this purpose, five analytical propositions are
formulated that will be used in the directed synthesis.
These propositions are derived from the literature and
are assessed through qualitative evidence synthesis
rather than statistical hypothesis testing.

P1: Greater organisational resources and planning
sophistication are positively related to the likelihood of
formal risk management adoption.

P2: Owner-manager competencies, risk perception,
and leadership commitment positively influence the
adoption and implementation of risk management
practices in SMEs.

P3: Pressures stemming from institutions and
stakeholders  (regulation, value-chain  pressures,
financing pressures) will increase the incentives for
SMEs to adopt risk management practices.

P4: Systemic disruptions and cyber-attacks may
speed up adoption, yet limit the quality of
implementation when capabilities are low.

P5: Information availability (reporting systems,
external advisory support, training) reduces uncertainty
and supports adoption and continuous monitoring.

Accordingly, the main contribution of this study
is the development of an integrated five-category
typology of SME risk management adoption
determinants encompassing internal, managerial,
external, environmental, and informational dimensions
based on a PRISMA-guided systematic review and
qualitative meta-synthesis of studies published between
2015 and 2025.

Unlike earlier systematic reviews focused
primarily on traditional Enterprise Risk Management
practices and organisational constraints, this review
specifically  synthesises post-2020  developments
associated with digitalisation, cybersecurity exposure,
crisis preparedness, climate-related risks, and
informational capabilities shaping SME resilience and
risk governance.

Furthermore, the study contributes to the
literature by explicitly identifying environmental and
informational determinants as distinct analytical
categories that have received limited attention in
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previous SME risk management reviews.

The paper explores how these determinants
interact across different institutional, sectoral, and
regional contexts. The study also identifies several
important research gaps, particularly the need for
longitudinal approaches, SME-adapted digital risk
frameworks, and more robust investigation of
environmental and informational determinants that
remain comparatively underexplored in the current
literature.

2. Literature Review

Before examining the empirical evidence on the
determinants of risk management adoption in SMEs, it
is useful to consider the theoretical lenses commonly
used to explain adoption decisions. Adoption decisions
are rarely the result of a singular antecedent, instead
being the result of a complex interplay between multiple
governance needs and constraints, organisational
institutional processes and artefacts, and the perception
of risk management that individual managers hold. An
integrated perspective is therefore needed to make sense
of the proliferation of studies into risk management
determinants and to structure the wvast array of
antecedents in a meaningful way that reflects the
informal, highly centralised and capability constrained

nature of the SMEs under study.

Table 1. Theoretical lenses commonly used to
explain risk management adoption in SMEs and
their analytical contributions (Source: Developed by
authors from the cited foundational works)

(knowledge,
reputation,
capabilities)
Coercive,
DiMag mimetic, and
e e . normative External;
Institutional gio &
theory Powe]]  Pressures push regulgtory/n
(1983) SMEs. ‘toward ormative
formalisation and
legitimacy
Adoption helps
secure trust and
Stakeholder Freema  continuity - with External;
theory n customers, relationa’l
(1984)  banks, suppliers,
employees,
communities
Formal practices
signal conformity
Legitimacy :rllmhm and credibility, External;
theory (1995) reducing reputational
reputational
exposure
Fit between
context (size,
sector,
Contingenc i)oc;nald complexity) and g;tt:rrl;ll_
y theory (2001) g:tlg;?nesdemgn interaction
adoption
intensity
Kahne  Decisions depend
Behavioural man & on lo'ss aversion,
approaches Tversk per'celved threat Managerial
(prospect/at y sahenp & and cognition
tention) (1979); attentional focus

Ocasio  of owner-

(1997)  managers

Determinan
Ke Core t domains
Theoretical y explanatory
refere . most
lens mechanism for .
nce adoption directly
P informed
Risk  practices
reduce
Jensen . .
information .
Agency & asymmetry and Managerial;
s Meckli Y M internal
theory governance costs
ng governance
between owners,
(1976)
managers, and
financiers
Risk
management
stabilises
Transaction Willia  exchanges by  External;
cost mson lowering search, economic/co
economics (1985)  monitoring, and ntractual
enforcement
costs under
uncertainty
Risk
Resource- management
. Barney protects and  Internal
Based View o
(1991)  leverages scarce capabilities
(RBV) >
strategic
resources

2.1 Internal resources and organisational readiness

Research findings indicate that SMEs engage in
risk management if they possess sufficient
organisational readiness. Adopting risk management
means shifting from ‘gut feeling’ to structured risk
identification and monitoring using existing managerial
systems (Falkner & Hiebl, 2015). While risk
management is a vital function for business success, in
many SMEs resources are usually scarce and the focus
is on short-term operational survival. Thus, risk
governance is generally managed in an informal and
often reactive way and not formalized. This means that
some elements of risk management are formalised, for
example a risk register is used for daily work, whereas
other elements remain informal. Thus, the level of
formalisation varies and even firms facing similar risks
may implement risk management to different extents
(Buganova et al., 2023).

In addition to SME-level characteristics, adoption
is further influenced by structural characteristics
embedded in the SME itself, such as size, ownership and
sector. As SME grow, coordination requirements rise,
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information becomes more spread out and the cost of
informal communication increases, making formal risk
processes a valuable coordination and control
mechanism. While the overall business environment
affects risk processes, SMEs also face sectoral risk
profiles that can condition the adoption of formal risk
processes. For instance, construction and manufacturing
SMEs are typically exposed to greater liability,
regulatory and operational risk than service-oriented
SMEs, which in turn may trigger more systematic risk
planning. However, the exposure of SMEs to risks does
not automatically translate into effective risk processes,
should internal capabilities be underdeveloped.

Existing scientific findings 1illustrate the
relevance of planning sophistication, i.e., the degree to
which a firm has successfully laid out a concrete plan.
This comprises aspects such as budgeting and
forecasting as well as management accounting and
internal reporting. Such planning sophistication
increases the feasibility and cost efficiency of risk
assessment (Lopez & Hiebl, 2015). Moreover, Heinze &
Henschel (2021), considering the context of SMEs,
found that planning sophistication, 1i.e., cost
transparency and performance-oriented planning, helps
translating risk into tangible, operational planning goals.
On the other hand, poorly developed financial planning
hinders risk management, perceiving it as abstract,
bureaucratic or irrelevant for daily operations.

Finally, internal readiness also interacts with the
perceived complexity of formal frameworks such as
ERM. Many studies report that comprehensive ERM
models are viewed as resource-intensive and
insufficiently tailored to SME constraints; as a result,
SMEs may adopt simplified or hybrid approaches rather
than implementing full frameworks. The fact that
adoption is not simply a binary choice and SMEs opt for
“good enough” configurations that provide adequate
balance between rigidity and flexibility, underlines the
need for typologies that capture a degree of adoption
beyond simple presence/absence indicators. (Ahmad &
Teo, 2024).

2.2 Managerial cognition, leadership, and risk
culture

The second stream of research views the owner-
manager as a key determinant of how risk management
is handled, through their perceptions, skills and
leadership style. Because SMEs are typically
centralised, managerial attention becomes a scarce
organisational resource; therefore, risks that are not
salient to the leader may remain unmanaged even when
objectively significant. Put differently, adoption often
depends less on “best practice availability” and more on
whether the owner-manager recognises risks as strategic
and feels capable of acting on them (Chakabva &
Tengeh, 2023).

Managerial cognition also plays a role in how

SMEs make sense of uncertainty leading to adoption
decisions. Research in the field of behaviour studies
shows that loss aversion and risk framing heavily
influence the decisions of SME managers. They may
overinvest in familiar risks and underinvest in new
uncertainties like cyber-attacks as long as these
consequences are perceived as sufficiently distant in
time and lacking physical properties. Studies on
cognitive biases and risk perception show that framing
uncertainty adoption benefits arise when risks are
translated into case studies, measured through specific
key performance indicators and weighed up against
alternative investment options rather than categorized
solely according to risk. A cognitive perspective on
uncertainty thus helps to explain why seemingly similar
SMEs respond to identical environmental conditions in
distinct ways.

Implementation of risk practices also depends on
leadership commitment. Leadership can embed risk
practices into the normal routine of the organisation by
allocating time for practices, validating the
documentation of practices, and incorporating risk
considerations into business planning. On the flip side,
a passive leadership style is associated with a
“firefighting” culture whereby risk practices are
performed in an ad-hoc fashion, are not documented,
and are severely impacted by staff turnover. Ultimately,
successful implementation depends on leaders who are
able to maintain organisational learning and discipline
while sustaining agility.

Besides, the entrepreneurial orientation and
personal competencies may enhance technology
adoption by being more proactive and balanced in
searching for opportunities and assessing associated
risks and implications. In small and medium enterprises
(SMEs), planning, networking, and opportunity
recognition competence are negatively related to the
unstructured risk taking behavior, especially under
uncertain or turbulent market conditions and growth.
Moreover, the level of education and the experience of
past disasters can increase awareness of risks, and
encourage owners/managers of SMEs to adopt measures
for mitigating negative effects and ensuring business
continuity, especially in markets and networks lacking
effective institutional support. A critical review of the
empirical research in this domain should consider the
managerial determinants in terms of their multi-
dimensions  (skills, attitudinal and way of
thinking/cognitive competences) rather than the over-
simplified leadership construct (Chakabva & Tengeh,
2023).

2.3 External pressures and emerging environmental
risks

A third stream of literature associates adoption of
risk management with external pressures, such as
regulatory requirements, pressure from stakeholders and
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value-chain players. This can be addressed through
institutional theory, which argues that organisations
conform to certain practices in order to achieve
legitimacy. For instance, small and medium-sized
enterprises may adopt formal risk management practices
primarily to signal to others that they are managing risk
in order to gain contracts, financing or access to export
markets (DiMaggio & Powell, 1983). For example,
banks, insurers and large customers of SMEs may
require owners/managers to provide evidence of the
organisation's risk controls in order to access products or
contracts (Freeman, 1984).

While external pressures are fairly uniform across
sectors, there are significant variations regarding both
sectoral standards, and levels of enforcement.
Formalisation is more likely in regulated industries, such
as construction, finance, or occupational safety, where
even weak enforcement can prevent loss from the costs
of formalisation for SMEs. However, in a weak
enforcement environment, the expected returns from
formalisation do not outweigh the cost of
implementation, and SMEs rely on informal means of
coping with pressures towards legal. Consequently, the
expected return on formalisation relative to its costs
turns out to be a key factor in the SME adoption
decision, as the incentives for compliance derive from
rewards to formalisation, such as access to contracts,
legitimate status, and reduction of liability (Williamson,
1985).

This study focuses on the impact of digitalisation
on risk and adoption in SMEs. While digitalisation can
potentially bring benefits such as better monitoring and
more availability and quality of data and thus increase
the need for structured risk management from SMEs, it
also introduces new risks such as cybersecurity risks,
supply-chain risks and ‘black swan’ events caused by
technology (Adriko & Nurse, 2024). Furthermore,
studies have reported that cybersecurity frameworks are
only partially adopted in SMEs due to knowledge gaps,
lack of adequate detection and response capabilities, and
lack of awareness of cost-effective controls (Alahmari
& Duncan, 2020).

Crisis research finds that the current wave of
crises, economic shocks, and supply-chain disruptions
exposes vulnerabilities of small and medium enterprises
(SMEs). Moreover, there is a growing interest in crisis
preparedness as well as business continuity management
(BCM) to enhance SME resilience. However, BCM
remains relatively underutilised among SMEs despite
emerging evidence of its benefits for both performance
and resilience. While availability of BCM resources may
limit the ability of SMEs to practice BCM, adopting a
learning perspective on crisis experiences suggests that
some SMEs eventually institutionalize lessons from
disruptions and develop formal preparedness practices
over time (Adikaram & Surangi, 2020). However,

research is limited in terms of how organizations learn
to manage crisis.

Sustainability, environmental  risk  and
occupational safety are emerging fields of adoption,
especially for SMEs which are subject to environmental
legislation, specific operating hazards or environmental
risks. The focus on sustainability pathways (Damiano &
Valenza, 2024) implies that risk management can serve
not only to maintain a competitive edge, but also to gain
competitive advantage through “green” approaches and
sustainable conduct. Nevertheless, environmental and
safety management practices are only slowly being
adopted, since environmental standards are often
perceived as complex or unsuitable for SMEs, therefore
there is a need for simplified guidelines for specific
sectors.

Existing streams of literature may offer insights
on why SMEs are slow to adopt risk management;
namely, organisational readiness to adopt innovation,
managers’ perceptions and cognition, and external
factors that create opportunistic environments. A
comprehensive synthesis of evidence is required to map
out the landscape of antecedents of risk management
adoption in SMEs. This synthesis will identify
convergences and divergence of findings from various
contexts as well as reveal key determinants extracted
from more recent studies.

2.4 Informational determinants and knowledge
capabilities

A growing stream of literature has increasingly
emphasised the role of informational determinants and
knowledge capabilities in shaping SME risk
management adoption. In addition to organizational,
managerial, external and environmental factors, the
availability and quality of information, reporting
systems, documentation practices, training
opportunities, and advisory support constitute
important enabling conditions for the effective
implementation of risk management (Lopez & Hiebl,
2015; Heinze & Henschel, 2021).

Many SMEs suffer from a lack of information as
they have a limited number of reporting systems, lack
of documentation, fragmented data collection and
insufficient analytical capability. Lopez & Hiebl (2015)
highlighted how the management accounting systems
of SMEs often lack the appropriate information to
identify, evaluate and monitor risks. As a result, risk
management in SMEs is typically implemented on an
ad-hoc basis, with managers relying largely on
experience and intuition, rather than on information.

Importantly, information systems (such as
management accounting tools) and internal reporting
(within organizations as well as between departments)
can improve risk governance and incorporate risk into
planning and decision-making within organizations.
While some SMEs have well developed information
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systems, for example, accounting packages, others do
not have any systems in place. Also, internal reporting
can take place in different forms and some
organizations are better than others in using reporting
for internal purposes. Performance measures can be
used to monitor risk, as well as to monitor other aspects
of  organization’s  performance.  Performance
monitoring systems can therefore also support risk
management.

In addition to the organizational information
resources SMEs also draw on external sources of
knowledge. Training programs, business advisors,
consultants, industry peers and professional networks
as well as industry associations all can provide the small
firm with access to specialized knowledge that it does
not have internally. Studies have found that the
diffusion and successful implementation of ERM
frameworks such as those for identifying, assessing,
monitoring and responding to risks in financial
performance, depend greatly on the organization’s
ability to acquire, interpret and apply risk management
knowledge. There are also studies which found that the
reasons for the limited adoption of cybersecurity
practices by SMEs are linked to knowledge gaps about
the different types of cyber threats, how to deal with
them as well as problems in translating technical
guidance into practical actions that can be implemented
in the organization.

More recent research indicates that information
capabilities can be cross-determinants influencing other
factors of risk management adoption in SMEs. Wang
(2023) emphasizes the role of digitalization for
increasing the need for risk information as well as for
providing technologies for risk monitoring and support
for decision-making. Leadership commitment for risk
management is more likely to be translated into
effective risk management implementation when top
management has access to information and to decision-
support tools. External pressures from regulators or
market etc. also would be more likely to be translated
into effective risk management implementation when
SMEs have information capabilities to understand and
to operationalize the required measures for compliance.

The studies that have investigated the role of
information for risk management in SMEs highlight the
following underexplored factors of the adoption of risk
management practices in SMEs: information quality,
reporting systems, documentation, training and
advisory services. These factors are increasingly
important as SMEs are operating in an environment that
is becoming more digital, data-intensive and uncertain.
Thus, these factors can be treated as a separate
analytical category, in addition to the well-established
internal, managerial, external and environmental
factors.

Table 2. Illustrative evidence map of determinant
categories identified in prior SME risk management

studies (Source: Developed by authors from the
cited studies)

Primary Typical
determina adoption Dominant Reported
Study . outcome
nt pattern barrier(s) . .
. orientation
emphasis  reported
Partial Resource
Falkner Internal and limits: weak Resilience/st
& Hiebl  resources; informal forma’l rategic
2015 owner role  adoption . alignment
P g
routines
common
ERM
Anton & framework Low Framework
Nucu ; ERM complexity;  Performance
organisati  uptakein  limited link debated
(2020) & p
onal SMEs tailoring
factors
Digital Adoption
Wan transforma increases  Cybersecurit  Digital
@ 023g) tion: crisis with y capability  resilience
risk; digitalisat  gaps gains
ion
Uneven
?ghmar Cyberrisk  and Awareness Reduced
Duncan  overnanc incomplet and skill vulnerability
(2020) e deficits potential
adoption
ODmen 1Sitlsiamab1 Emerging Resource/kn  Sustainable
Valenza reZilience integratio owledge resilience
(2024)  linkage gaps framing
3. Methodology

a. Review design and reporting standard

The study presents a systematic review of the
SME risk literature. It follows the PRISMA statements
to guarantee transparency in identifying relevant articles
and in their inclusion or exclusion in the review.
However, determinants of risk are usually treated in
qualitative form and operationalized in vastly different
ways. For this reason, the synthesis of included papers
follows an inductive meta-synthesis approach inspired
by grounded theory (Glaser & Strauss, 1967). This
combines the regular steps of open, axial, and selective
coding with the goal of deriving an integrated typology
of SME risk from the existing body of knowledge. The
study thus combines the regular procedures for
systematic reviews as proposed by PRISMA with a
theory-building synthesis to tackle the scattered content
of the SME risk literature (Falkner & Hiebl, 2015).
The review process followed the main PRISMA 2020
reporting principles, including identification, screening,
eligibility assessment, and final inclusion stages,
adapted to the qualitative and exploratory nature of the
review. Particular attention was given to transparency in
study selection, screening consistency, and traceability
of inclusion and exclusion decisions throughout the
review process.
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b. Database search strategy

The search strategy for the literature review was
developed as a structured Boolean search string based
on the central research question, i.e. “What are the
determinants influencing the adoption of risk
management practices in SMEs?”.

For this literature study four databases have been
used: Scopus, Web of Science, ScienceDirect and
Google Scholar.

The searches were conducted within the titles,
abstracts and keywords in order to maximize the number
of relevant studies, whilst at the same time keeping the
scope as broad as possible for a multidisciplinary study
on risk management in SMEs.

A number of combinations of keywords and
Boolean operators were tested. In addition to the term
risk management, relevant terms related to other risk
management practices such as Enterprise Risk
Management (ERM), Business Continuity Management
(BCM), cybersecurity, organizational resilience, digital
transformation and various climate-related risks were
included in the search strategy.

The principal Boolean search structure of search
strings used in all databases is given below.

- ("SME*" OR "small and medium-sized
enterprise*" OR "small business*" OR
"MSME*")

AND

- ("risk management" OR 'enterprise risk
management” OR "ERM" OR '"business
continuity management” OR "BCM")

AND

- ("adoption" OR "implementation" OR
"determinants" OR "drivers" OR "barriers" OR
"readiness")

Furthermore, search terms for the additional
combinations were included to cover the new risks that
have arisen after 2020.

("cybersecurity" OR '"digital transformation"
OR "climate risk" OR "resilience" OR "crisis
management")

To increase consistency and to improve
relevance, a number of filters have been used. For
instance, only a number of peer-reviewed articles have
been selected. These articles were published between
2015 and 2025.

In addition, all selected articles have been written
in English. In designing the search strategy, a balance
between comprehensiveness and specificity has been
made in order to avoid an excessive number of
‘irrelevant’ studies being retrieved for the topic of SME
risk management adoption.

A final verification search was carried out just
prior to final manuscript submission to pick up any
additional, relevant recent publication indexed for 2025.

Table 3. Representative Boolean search strings and
database search configuration (Source: Developed
by authors)

Databas  Representative Search Filters
e search syntax fields applied
(("SME*" OR
"small business*")
AND ("risk . English;
" Title,
management" OR Abstract 2015-
Scopus "ERM") AND Ke WOI‘& 2025;
("adoption" OR s Y peer-
"implementation” reviewed
OR
"determinants"))
(("SME*" OR
"small business*")
Web of AND ("risk ) Topic English;
Science management" OR search 2015-
"ERM") AND 2025
("adoption" OR
"drivers"))
. ("SME*" AND Abstract, English;
Science "
Direct risk management Keyword 2015-
adoption") s 2025
"SME risk
Relevance
Google management General
- -based
Scholar  adoption search .
. " screening
determinants

c. Inclusion and exclusion criteria

For the purpose of this review, a set of explicit
inclusion and exclusion criteria were defined and
consistently applied across all databases searched. These
criteria were aimed at ensuring methodological rigor,
relevance and analytical coherence, and were designed
to be highly congruent with the research objective. In
essence, the criteria were defined with a view to
identifying determinants of risk management practices’
adoption and implementation in SMEs.

These studies focused on different determinants
of risk management adoption in SMEs, i.e. factors that
influence the adoption and the implementation of risk
management, in terms of enabling factors and barriers,
of organizational and managerial factors influencing risk
management adoption in SMEs, and of institutional
factors pressuring organizations to adopt Risk
Management. Other studies on risk in general, risk
modeling or financial risk, and on corporate governance
in large firms were not included because they did not
refer to the specific context of risk Management
adoption in SMEs.

All reviewed publications were scientific peer-
reviewed articles. Non-validated reports, opinion
articles, editorials, and other publications lacking the
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essential methodological transparency and adequate without SME-
analytical depth were excluded from the review. specific analysis
A specific time frame of 2015-2025 was chosen to allow Studies
for the consolidation of ERM in SMEs as well as addressing General risk
account for the array of new risks that have emerged in determinants, studies without
post-2020 business environments, including those of a g?g‘giss’al:g;zrs’ gi?glt;f)tzcﬁ(lfizl
d.1g1ta1 and cyber nature. Studies conducte.d prior to this readiness, risk modelling,
time frame would not capture the current risk profiles of implementation financial risk
SME:s and their organizational practices for dealing with . conditions, or modelling without
these risks. Topical focus adoption organisational
The review incorporated studies from diverse processes related  adoption
geographical regions and industrial sectors in order to to RM, ERM, perspective, or
improve contextual diversity and enhance the BCM, resilience,  studies unrelated
transferability of findings across different SME cybersecurity, or  to SME risk
environments. Excluded from the review are studies of contiuity management
large companies, public organizations, and studies of Isn&rglgement n implementation
risk. at a macro level that are not related to SMEs and Empisrical Descriptive
their risk management prac‘ucs:s. o conc eptua’l, publications
In practice, only English-language publications review-based, or  lacking analytical
were selected that are listed in the main scientific Methodological mixed-method depth,
databases. English is the dominant language in the CEROCOIOBICAT i dies providing  methodological
international scientific publication market that is listed relevance explicit analytical ~ rigor, or explicit
in databases. By restricting to English-language insights into SME  discussion of
publications, the risk of language bias is kept to a risk management  adoption
minimum. adoption determinants
Erl s o S
Table 4. Inclusion and exclusion criteria applied Language I;n dexed in major publications
during screening (Source: Developed by authors, academic without accessible
aligned with SME risk review practices) databases English version

. . Inclusion Exclusion
Dimension o . o .
criteria criteria
Studies published
between 2015 and
2025 to capture
contemporary Studies published
SME risk before 2015 or
Timeframe management outside the
developments, selected
including post- timeframe
2020 digital and
resilience-related
risks

Blogs, editorials,
opinion papers,

Peer-reviewed .
non-reviewed

journal articles,

scholarly books, reports,
conference professional
Document type . magazines, and
proceedings, and non-academic
academically N
. . publications
rigorous review .
Apers lacking
pap methodological
transparency
Studies focused
SMEs/MSMEs exclusively on
Organisational from all sectors large firms, public
scope and geographical  administration, or
regions macro-level

governance

d. Screening, citation chaining, and relevance
ranking (selection logic)

We follow the PRISMA framework to describe
the study selection process in several steps in detail. A
total of 305 references were retrieved from the databases
Scopus, Web of Science, ScienceDirect and Google
Scholar. In addition, 47 references were identified by
backward and forward citation chaining. Thus, in total
352 identified references were managed by Zotero.

Afterwards, all relevant references have been
screened for inclusion by Rayyan, a web-based software
for conducting systematic reviews. By applying the
predefined inclusion and exclusion criteria the title and
abstract and the full text of the studies have been
screened for inclusion. After removal of the duplicates a
sorting for title and abstract was performed by means of
Rayyan . All titles and abstracts were screened in
accordance with the respective inclusion- and exclusion
criteria.

We sorted through the studies in Rayyan
according to title and abstract, and excluded studies that
dealt with risk management in large firms or in public
organizations, studies in which risk was treated from a
purely technical perspective or in which the focus was
on financial risk while implementation in SMEs was
lacking, as well as studies in which there was a lack of
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methodological quality and insufficient analytical depth
and conceptual framework for the aims of this review.

All studies, which went through the title and
abstract screening process, were subjected to full-text
eligibility assessment. In the full-text eligibility
assessment, studies were evaluated based on
methodological quality, analytical relevance, and
conceptual alignment with the study’s objectives.
Studies, which did not explicitly discuss the
determinants of risk management adoption and
implementation in SMEs, studies that focused only on
technical/financial risk modeling without adoption in
practices in organizations, and studies that lacked
methodological transparency and sufficient analytical
substance were excluded from the study.

The most common reasons for study exclusion
after full-text screening related to insufficient focus on
SMEs, the studies did not contain any analysis of risk
management adoption or its implementation, the studies
described general risk taxonomies without any practical
application for managerial decisions in organizations,
and the studies lacked sufficient empirical or conceptual
content regarding the process of risk management
adoption in SMEs.

After full screening 22 studies were retained for
the qualitative meta-synthesis. The study selection
process is outlined in a PRISMA flow diagram in Figure
1.

APPENDIX 1. Figure 1. PRISMA 2020 flow diagram
illustrating the identification, screening, eligibility
assessment, and inclusion process of studies related
to SME risk management adoption (Source:
Developed by authors)

e. Data extraction and coding procedure

A structured data extraction form was
developed for each of the 22 studies included in this
review to facilitate the extraction of the relevant
data from the included studies in an organized and
systematic manner. The data extraction form was
designed to contain indicators that described key
characteristics of each study, such as year of
publication, geographic location, sector(s) of
application, methodological approach (quantitative,
qualitative, literature  review, conceptual),
underlying theory(ies), and determinant(s) that
influenced the adoption of risk management by
SMEs.

In addition to these indicators that described
the key characteristics of the studies, the data
extraction form also contained several analytical
indicators. These indicators assessed the level of
adoption, as well as the ways in which risk
management was implemented by SMEs as
reported in the included studies. Specifically, the

studies were assessed in terms of the degree to
which risk management was formalized, as well as
the scope of adoption (partial or comprehensive).
The presence or absence of various risk governance
mechanisms, such as reporting systems, business
continuity plans, and digital tools for managing
risk, were also assessed.

For each of the 22 studies selected, additional
indicators for the analysis of differences of the
degree of implementation and of the
implementation were recorded. These indicators
relate to the formalization of the risk management,
the scope of the implementation (partial or
complete), as well as to the existence of specific
risk-governance mechanisms (e.g. reporting,
business-continuity management, digital risk
management).

These data were analyzed by means of a
qualitative synthesis by means of a Grounded
Theory-inspired coding procedure, implemented in
three stages of coding: open coding, axial coding
and selective coding (Glaser & Strauss, 1967). In
the open coding stage, the determinant-related
statements and concepts as they appeared in the
studies under review were coded by using the
authors’ own terminology. Some examples are:
“lack of resources”, ‘“commitment by top
management”, “pressure from stakeholders”,
“awareness of cybersecurity risks”, “training”.

Axial coding involved grouping related
concepts into categories of higher levels of
aggregation.

The authors grouped determinant-related
statements and concepts into five higher-order
determinant categories based on conceptual
similarity and recurring patterns across the
reviewed studies.

In the final stage of coding, the categories
identified during axial coding were integrated into
an explanatory typology describing SME risk
management adoption as the result of interacting
organisational, managerial, external,
environmental, and informational determinants.

All coding decisions and the resulting
categories were reviewed by the authors at regular
intervals during the synthesis process. Any
disagreements that arose regarding the allocation to
categories or the interpretation of the determinants
were solved by repeating the discussion until a
solution was found that was acceptable to all
authors. The resulting coding structure was thus
transparent and analytically reliable.
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Table 5. Data extraction framework used for the
analysis of included studies (Source: Developed by
authors)

Data category Extracted information

Bibliographic Author(s), year of publication,
information country
Study context Secftor, SME type, geographical
setting
Quantitative, qualitative, mixed

Research design .
8 methods, review, conceptual

Theoret‘lcal Underlying theories or frameworks
foundation

Risk management RM, ERM, BCM, cybersecurity,
focus resilience, digital risk, climate risk

Determinants Drivers, barriers, enabling factors,
identified institutional pressures

Adoption Level of adoption, implementation
characteristics stage, formalisation

Governance Reporting systems, BCM plans, risk
mechanisms committees, digital tools

Main findings Key conclusions regarding SME

risk management adoption

Table 6. Coding stages and analytical outputs used to
build the determinant typology (Source; Developed
by authors based on grounded theory coding
principles)

Table 6. Coding stages and analytical outputs used
to build the determinant typology (Source:
Developed by authors based on grounded theory
coding principles)

patterns determinants
across studies
Synthesis of
relationships Integrated
among five-catego
determinant gory
Integrate . typology  of
. categories .
. categories SME risk
Selectiv . and
. nto an . . management
e coding nterpretation :
explanatory . adoption
of their .
framework . determinants
influence on .
. and analytical
risk .\
propositions
management
adoption

Coding  Analytical  Activities Output
stage objective performed produced
Extraction
and coding of
statements
referring  to
drivers,
Identify all barriers,
determinant  organisationa Initial
Oven -related 1 capabilities, determinant
pe concepts managerial codes (raw
coding . .
reported in influences, concepts and
the external statements)
literature pressures,
environmenta
1 disruptions,
and
informational
resources
Comparison,  Five
aggregation determinant
Group gereg ’ .
and categories:
related
. refinement of Internal,
Axial concepts . .
coding into higher- determinant Managerial,
codes based External,
order .
. on conceptual Environmental
categories o
similarity and and
recurring Informational

f. Robustness and transparency procedures

All analysis was conducted in order to ensure
robustness, transparency and high analytical reliability.
First, the analysis drew on a broad range of academic
databases (Scopus, Web of Science, ScienceDirect and
Google Scholar). Through backward and forward
citation chaining it was possible to trace influential
papers not indexed in the databases covered in the
search.

The analytical reliability of the study was
enhanced through the systematic process of data
extraction and coding and followed the procedures of the
grounded theory. The coding process was conducted
through successive stages of open, axial, and selective
coding. The determinants of SME risk management
were analyzed through this process of coding and the
findings were synthesized to form a number of
categories. The coding decisions, determinant
classifications and category definitions were
continuously reviewed throughout the analytical process
to ensure high levels of analytical consistency.

Finally, attention was paid to post-2020
developments in relation to risk management by SMEs,
for example digitalization, cyber risks, business
continuity management, resilience, climate-related
risks, and information management capacity. These
developments reflect the current risk situation and
changes in risk management of SMEs over time.

In summary, the above steps were implemented to
strengthen the review and its findings in terms of
credibility, transparency and analytical rigor.

g. Methodological limitations (review-level)

After scrutinizing available research on the
determinants of small and medium enterprises (SME)
adoption, several key limitations became apparent.

Firstly, there is an overrepresentation of English-
language indexed articles that could introduce potential
publication and language bias.

Secondly, there is considerable heterogeneity in
the way SMEs are defined as well as how the term
“adoption” is conceptualized and measured.
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Thirdly, despite the use of systematic coding
procedures and iterative validation throughout the
synthesis process, the qualitative meta-synthesis
approach remains inherently interpretive. Consequently,
a degree of subjectivity may have influenced the
categorisation and interpretation of determinants.

Finally, the reliance on cross-sectional self-
reported data means that it is not possible to draw firm
causal conclusions about the underlying determinants of
SME adoption. Future research is needed, incorporating
longitudinal and quasi-experimental designs.

4. Results

4.1 Descriptive profile of the included corpus (n =22)

Twenty-two papers were selected for inclusion in
the literature review, with a noticeable spike in
publication activity after 2020. Of these, 13 papers have
been published between 2022 and 2025. Successive
crises (pandemic, supply chain disruptions, cyber-
attacks and climate events) appear to have ‘pushed’
research on SME risk management and the adoption
conditions relevant to it.

The collection is a diverse and representative
sample of recent work on SME risk management
adoption and comprises papers with a wide range of
geographical, methodological and theoretical focuses.

APPENDIX 2: Table 7. General Information
Extracted from the Validated Corpus of 22 Articles
2015-2025 (Source: Developed by authors)

The corpus is not only temporally but also
geographically diverse, although some regional
imbalances remain. The broader body of evidence
identified during the review process covered studies
from 27 countries across Africa, Asia/Middle East, and
Europe, with a particularly strong representation of
emerging markets and European contexts. However, the
final synthesis corpus comprised 22 studies representing
18 countries. Despite this geographical diversity, certain
regions remain underrepresented, notably Latin
America, the broader MENA region, small island
economies, and transition economies.

In methodological terms, the corpus is almost
evenly split between evidence-building and evidence-
mapping contributions. Review-based papers account
for 45.5% (10/22), while empirical quantitative and
empirical qualitative studies each represent 22.7%
(5/22), and conceptual/framework papers account for
9.1% (2/22), which confirms that the field is still
consolidating foundational explanations of adoption
determinants while gradually moving toward more
context-sensitive empirical testing (Anton & Nucu,
2020).

Table 8. Descriptive characteristics of the included
studies n = 22 (Source: Developed by authors from
the final included corpus).

Dimension Categories n %
N 2015-2019 4 18.2
g:rl;:)‘;at“’“ 20202021 5 27
2022-2025 13 59.1
Europe 9 40.9
Region Africa 8 36.4
Asia/Middle East 5 22.7
Review-based 10 455
Study design Empirical—quantitative 5 22.7
(broad) Empirical—qualitative 5 22.7
Conceptual 2 9.1

4.2 Meta-analytic synthesis of determinant

categories (five-category typology)

The determinants were grouped into several
clusters of codes and identified as a combination of
inductive coding and constant comparison, resulting in
five categories: internal, managerial, external,
environmental and informational determinants. Among
the included studies, managerial determinants were the
most frequently reported category (9/22 studies), closely
followed by internal and external determinants, 8/22
each, while environmental and informational
determinants, 4/22 and 3/22, respectively, are more
visible in the post-2020 data particularly focusing on
digital, crisis and resilience perspectives.

=
o

Frequency (Y)
S
]
]
]
]
]

Figure 2. Frequency of determinant categories in
the included corpus (n =22) Source: Developed by
authors from thematic coding of the included
studies

The typology was further operationalised into a
recurring set of sub-determinants for each category. The
internal determinants primarily focused on the resources
available, organisation, and formalisation. Managerial
determinants looked at the leadership’s commitment,
capacity and risk perceptions. The external,
environmental and information determinants were
influenced by regulatory requirements, stakeholder
expectation, overall value-chain requirements, systemic,
external random events, environmental disasters such as
natural calamities like cyclones, and weather events, and
access to data, reporting systems, documentation, and
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external resources such as technical support, training
and advisory services.

Table 9. Integrated typology of determinants of risk
management adoption in SMEs (coded themes and
sub-themes) Source: Developed by authors from

inductive coding of the final included corpus

Core coded sub-  Typical
Determinant themes mechanism for
category (illustrative) adoption (meta-
synthesis)
Resource Adoption increases
availability; firm when SMEs possess
size/formalisation ~ minimal slack
Internal ;  organisational resources and
culture; planning routines that reduce
sophistication the perceived cost of
formalisation
Owner-manager Adoption depends
competencies; on managerial
leadership attention, perceived
. commitment; risk value of risk
Managerial .
perception; management, and
entrepreneurial willingness to
orientation institutionalise
routines
Regulation/standa  Adoption is
rds;  stakeholder triggered by
requirements; legitimacy  needs
sectoral pressure; and market-access
External S i,
mimetic conditions
isomorphism (financing,
contracts,
certification)
Crisis exposure; Adoption
climate hazards; accelerates  when
digital exogenous shocks
. transformation; increase salience of
Environmental . .
systemic continuity,
disruptions resilience, and
technology-related
vulnerabilities
Access to Adoption
information strengthens ~ when
systems; internal information reduces
Informational  reporting; uncertainty and
documentation; enables monitoring,
training/advisory  learning, and
support accountability

4.3. Cross-context patterns (regional and temporal)

Comparative regional studies on SMEs often
identify management as the primary issue with the
majority of African studies emphasizing the informal
sector issues. In contrast to Africa, the studies based in
Europe distribute the focus across internal, external and
environmental factors more equally. Asian/Middle East
studies focus equally on the internal, managerial,
external and informational factors consistent with the
ERM frameworks in the literature. However, the
literature also emphasizes the need to translate the
models into practical tools and techniques for
application in SMEs.

Table 10. Regional patterns in determinant salience
within the included corpus Source: Developed by
authors from coded regional distribution in the
included studies

Importantly, the analysis reveals environmental

and informational determinants as distinct analytical
categories that have received comparatively limited
attention in earlier SME risk management reviews. Their
emergence reflects the growing influence of
digitalisation, crisis exposure, resilience requirements,
and information capabilities in contemporary SME risk
environments.

Region Most salient Interpretation
(number of  determinant (synthesis)
studies) categories
(based on
study-level
coding)
Europe (n = Internal Adoption is frequently
9) (44.4%); framed as a resource—
External compliance problem,
(33.3%); increasingly shaped by
Environmental digitalisation and
(33.3%) continuity concerns
Africa(n=  Managerial Owner-manager
8) (50.0%); agency and weak
External institutional
(37.5%) enforcement interact,
making leadership and
informality decisive
Asia/Middle Internal Adoption is often
East(n=5) (40.0%); linked to ERM
Managerial diffusion, governance
(40.0%); expectations, and
External capability-building
(40.0%); (training/reporting)
Informational
(40.0%)
From a temporal perspective, determinant

salience shifts from predominantly internal (2015-2019)
to a more multi-dimensional pattern (post-2020)
dominated by managerial and external determinants,
followed by the emergence of environmental
determinants as a distinct cluster. The literature has
evolved from “can SMEs afford formal risk
management?” to “how do SMEs align leadership,
compliance and resilience under systemic uncertainty?”’

Figure 3. Evolution of determinant salience by period
(study-level category counts) Source: Developed by
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authors based on the temporal coding of included
studies

Number of studies Reporting Determinant

25
20
15
10
5 i
0
2015-2019 2020-2021 2022-2025
Managerial Internal m External

® Environmental B Informational

4.4. Assessment of analytical propositions through
evidence synthesis

Given the heterogeneity of the included studies in
terms of definitions, contexts, and operationalisations of
risk management adoption, a qualitative evidence
synthesis approach was used to assess the degree of
support for each analytical proposition. Rather than
statistically testing hypotheses, the synthesis examined
the consistency and recurrence of determinant categories
across the reviewed studies.

Table 11. Evidence assessment of analytical
propositions P1-P5 based on thematic synthesis (n =
22) Source: Developed by authors

Emerging
evidence
support
(underexpl
ored  but
consequent
ial)

Information
PS systems/reporting/supp
ort — adoption

3/22
(13.6%)

number of
studies
emphasisi .
.P.“’p"s Determinant focus ng the Evidence
ition . assessment
determina
nt
category
P1 Internal resources & 8/22 S:/ri?irelﬁce
readiness — adoption (36.4%)
support
Owner-manager Strong
o 9/22 .
P2 cognition/competence N evidence
. (40.9%)
— adoption support
Institutional & Strong
8/22 .
P3 stakeholder pressures N evidence
. (36.4%)
— adoption support
Emerging
Crisis/digital/climate ~ 4/22 evidence
P4 . o support
exposure — adoption (18.2%) .
(emerging,
post-2020)

The synthesis provides strong evidence for the
central arguments put forward in propositions P1, P2
and P3 regarding internal readiness, managerial agency
and external pressure respectively to adopt risk
management in small and medium-sized enterprises.
Propositions P4 and P5 on environmental and
informational determinants provide new leads for
subsequent studies post-2020, and they are more
important than hitherto conceived, although as yet
under-researched.

5. Discussion
5.1. Interpreting the “core triad”:
leadership, and pressure (P1-P3)

The evidence synthesis offers substantial support
for Proposition P1. It appears that the adoption of formal
risk management in SMEs is less hampered by a lack of
awareness than by the limited organizational resources
and the underdeveloped internal routines that are needed
for formalization. Formalization requires financial,
managerial and informational capabilities that many
SMEs do not have at their disposal.

Also, to a greater extent than with P1, the
reviewed studies consistently provide evidence
supporting Proposition P2 as SME owners/managers
are central figures in formalisation processes. We
observe that owners/managers perceive risks as strategic
and manageable, legitimising formalisation efforts and
investments in them. Conversely, owners/managers can
preclude formalisation even when employees have
encountered formalisation-related information,
materials and technologies by labelling attempts to
manage risk as bureaucracy. A behavioural and
attention-based explanation underpins this finding
(Crawford & Jabbour, 2023).

Moreover, the evidence associated with
Proposition P3, that the adopted evolutionary
mechanism is often caused by external events rather than
by optimal selection, is also significant. SMEs formalise
risk practices to satisfy lenders, insurers, key customers,
or value-chain partners, especially where standards and
compliance function as market-access conditions. This
finding is consistent with institutional explanations, in
which legitimacy-seeking and coercive expectations
translate into adoption even when internal readiness
remains imperfect (DiMaggio & Powell, 1983).

The three supported propositions jointly suggest
that adoption can be best modelled as an interaction
between external pressure for initial adoption,

resources,
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managerial commitment for sustained adoption, and
internal resources that determine substantive adoption as
opposed to superficial adoption. Consequently, there is
little merit in a “one-size-fits-all”” approach and instead,
one needs to look at the sequencing and combinations of
determinants that drive adoption at different stages.

5.2. Why environmental determinants are
“emerging” rather than dominant (P4)

While the evidence associated with Proposition
P4 remains comparatively limited by the core data, its
temporal profile is instructive in itself: environmental
factors become salient only after 2020, partly due to
systemic shocks experienced by the global economy.
While these shocks have increased the risk exposure of
SMEs with respect to factors such as environment and
technology, they have simultaneously elevated the
strategic importance of risk management and raised the
capabilities of SMEs to deal with said.

Additional evidence from the broader literature
on crisis management and business continuity supports
this interpretation. While there is evidence that
businesses that adopt business continuity preparedness
practices tend to perform better during periods of crisis,
such practices are not commonly practiced due to costs
and deficiencies in SMEs’ capabilities. However, crises
can serve as a ‘salience catalyst’, foregrounding an issue
that was once latent. The lasting translation of this
increased salience into routine organisational practice
then depends on a variety of factors, with organisational
readiness for change and leadership commitment for
innovation most significant.

Climate and sustainability drivers are also having
an influence, especially in areas where SMEs are at risk
or regulated upon. However, the literature suggests that
environmental risks are often integrated through
fragmented practices (safety measures, compliance
checklists) rather than through unified risk governance,
indicating that the field is still moving from sectoral
treatment (e.g., occupational safety) toward integrated
enterprise-level risk management in SMEs.

While the partial support for P4 does not qualify
as weak relevance, it does however suggest an emerging
determinant set, which is gradually increasing in
importance relative to traditional risks with newer
digital, climate and system risks becoming more
frequent and costing SMEs more. Future reviews will
also require increased referencing to domain specific
risk literatures (cybersecurity, OSH, BCM) and
inclusion in risk adoption models by SMEs .

5.3. Informational determinants as a “missing
middle” (P5)

While informational determinants featured less
frequently than internal, managerial, and external
determinants, their potential influence appears greater
than their numerical representation suggests. In SMEs,

several barriers to innovation adoption stem from
informational instead of technical reasons. These
include the lack of timely data, specific risk indicators,
documentation habits and reporting processes. As a
result, formalised risk management may be perceived as
an abstract or low-value activity, thereby reducing its
perceived return on investment and limiting adoption
incentives. Informational capability refers to the ability
to transform ambiguity into signals for adoption and
learning (Lopez & Hiebl, 2015).

These studies pointed out that with the provision
of training, external advisory support and the use of
standardised instruments, weaknesses in the internal
capabilities of consultants can be compensated for and
better quality of adoption can be achieved. From a
diffusion perspective, the extent to which organisations,
particularly SMEs, adopt, adapt or reject frameworks
such as ERM is determined by their knowledge transfer
capability and the perceived level of complexity in
implementing the framework.

Cybersecurity and digital risk research faces an
information bottleneck when it comes to small to
medium enterprises (SMEs), with these organisations
underadopting cybersecurity measures due to a lack of
knowledge regarding detection and response,
difficulties in prioritising different controls, and an
inability to translate technical guidance into practical
organisational procedures.

Information-related factors were mentioned in the
reviewed corpus less frequently than other factors and
apparently were often treated as part of a discussion of
other factors such as governance, an organization’s
accounting systems, its leadership or its overall
organizational capabilities. Information of high quality,
appropriate reporting, complete and accurate internal
and external reporting, adequate documentation,
appropriate training, and effective support from advisors
all appear to have a considerable impact on reducing
uncertainty and fostering organizational learning. Thus,
as noted previously, the capabilities of an organization
with respect to information (information capabilities)
should be a more explicit focus of future research on
factors influencing the adoption of practices by SMEs,
especially in the context of their digital transformation,
their cybersecurity preparedness, and the long-term
sustainability of their risk management practices.

Taken together, these findings support the view
that informational determinants represent an emerging
but strategically important dimension of SME risk
management adoption, warranting greater attention in
both future research and practice.

5.4. Reconciling convergence and divergence: a
contingency-driven explanation

The results also help explain why prior findings
sometimes appear contradictory across contexts. For
instance, in settings with weak enforcement, regulatory
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pressure may exist formally but has limited behavioural
impact; therefore, managerial agency and informality
become more decisive. While in less regulated value
chains SMEs’ willingness to informalise can prevent
formalisation, in more regulated value chains, external
demands can dominate and drive SMEs to formalisation,
even when their managers are indifferent. (Dioubate,
2025).

Construction SMEs will require different
capabilities than manufacturing SMEs to address
contractual, liability and compliance risks related to
documentation and planning for potential losses. Thus,
the determinants to adoption are not only additive but
also change in relative importance as institutions mature
and as different sectors confront different risk profiles.

The synthesis also shows that informal risk
management should not be equated with the absence of
risk management. Indeed, many SMEs manage risks
intentionally but implicitly, guided by entrepreneurial
judgement and the desire to preserve organisational
resources. Those informal risk management practices
are sufficient for the short term but they become a
liability at higher scales, greater complexity and during
large shocks. Consequently, the adoption question must
be recast from whether risk practices exist, to how risk
practices evolve from informal to formal and from
reactive to strategic.

This contingency interpretation treats the
antecedents as constants in kind (e.g., resources,
leadership, external pressures) that differ in degree
and/or configuration. Consequently, there is a need to
move beyond a cross-sectional perspective, especially
following a crisis, and adopt a more longitudinal
orientation to observe change as environments shift over
time.

5.5. Theoretical implications: toward a staged, multi-
level adoption model

The findings seem to support a theoretically
grounded complementary perspective on adoption,
highlighting why and how RBYV, institutional theory and
behavioural perspectives explain adoption. In particular,
the findings show that the internal readiness conditions
that make adoption feasible, the adoption that is
frequently externally triggered, and the managerial
perception and attention that shape prioritisation and
persistence all operate through the way that risk is
perceived and framed by managers. The theoretical
synthesis thus supports an integrated view of adoption
as a dynamic process unfolding through four stages: risk
salience and framing, commitment and legitimacy,
initial formalisation, and integration and learning
(Crovini et al., 2021).

In addition to the risks mentioned earlier, there are
digital risks and sustainability risks that are starting to
gain prominence. As a result, classical ERM models
may need to be interpreted in the context of SMEs.

While common challenges to adopting ERM are
complexity and abstraction, the literature suggests that
ERM frameworks can be made simpler and organised in
a modular fashion to enable step-by-step maturity-based
development of ERM capabilities instead of a ‘big-
bang’ approach (Al-Dosari & Fetais, 2023).

Beyond highlighting the relevance of behavioural
determinants, informational determinants also provide a
bridge to innovation diffusion perspectives, that is,
adoption of innovations is influenced by perceived
relative advantage, complexity and compatibility which
all depend on adequate knowledge, on tools and on
measurement instruments. This suggests that also for the
adoption of information systems and innovations for
disaster risk management theoretical integration should
position information quality and learning routines as
crucial variables that mediate between determinants
(leadership, etc.) and outcomes (resilience, etc.).

Moreover, a recent synthesis (St-Pierre et al.
2023) supports the view that risk management can be a
strategic  capability  enhancing resilience and
performance, but it is very difficult to establish unique
and significant causal relationships between risk
management and performance due to (1) the use of
unsuitable and multiple risk management measures, and
(2) the prevalence of cross-sectional research designs.
Building better theory, thus, requires a focus on clearer
constructs (e.g., adoption depth, sophistication,
integration) and mediation mechanisms rather than
“positive impact” claims.

More broadly, the findings support the usefulness
of the integrated five-category typology proposed in this
study, which provides a structured framework for
understanding how internal, managerial, external,
environmental, and informational determinants interact
to shape SME risk management adoption.

5.6. Managerial and policy implications aligned with
the supported propositions

Building on the evidence supporting propositions
P1-P3, we contend that risk management should be
viewed as a capability-building process for SMEs,
beginning with simple low-cost methods (e.g. risk
registers, scenario planning sessions, supplier
dependency mappings) which are feasible within the
organization’s limited resources, and subsequently
escalating formalization as planning sophistication and
associated information systems mature.

Complementing P1, P2 underscores the critical
dimension of leadership commitment, translating into
more than symbolic support, and shaping whether risk
culture is actually embodied into practices and daily
routines around budgeting, management and decision-
making. As such, building managerial capabilities
among SME owners and managers (financial, digital,
and crisis-management literacy) may generate
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substantial benefits by shifting perceptions of risk from
a burden to a strategic asset.

Our findings at the contingency level, P3, imply
that large-firm ERM models should not be
unconditionally transferred to SMEs. There is a need for
standards that are SME-oriented, subsidised training,
sectoral toolkits, and incentives to adopt a basic
reporting system. By addressing these, complexity
barriers can be reduced while the potential for better
quality and comparability is increased.

Finally, the emerging evidence associated with
propositions P4 and PS5 highlights the growing
importance of environmental and informational
determinants in contemporary SME risk environments.
Policymakers, industry associations, and support
organisations should therefore expand their efforts
beyond traditional compliance requirements by
promoting cybersecurity awareness, business continuity
planning, digital resilience, training programmes, and
access to advisory support tailored to SME needs.

6. General Conclusion

This study synthesised evidence from 22 studies
published between 2015 and 2025 to identify and
explain the determinants influencing the adoption of risk
management practices in SMEs. A PRISMA-guided
systematic review combined with qualitative meta-
synthesis enabled the development of an integrated five-
category typology and the assessment of five analytical
propositions concerning SME risk management
adoption. The core triad of internal readiness (P1),
managerial agency (P2), and external pressures (P3) best
explain SME risk management practices, as reported by
Falkner & Hiebl (2015).

However, it was particularly interesting to note
the roles of environmental (P4) and informational (P5)
determinants within the reviewed corpus. Such
categories featured less frequently in SME risk
management studies than the others and therefore were
expected to feature less in the reviewed corpus. The
particular evidence that did feature, however, indicated
that these categories are becoming more influential in
the context of today’s risk environment faced by SMEs.
This is an environment characterized by digitalisation, a
whole range of cybersecurity risks, a great deal of
climate-related uncertainty and an ever-increasing
amount of information on which a business must draw
when making decisions.

The main contribution of this paper is an
integrated five-category-typology of determinants for
SME risk management. The study explains how
different categories of determinants interact and how
they influence the adoption of risk management in SMEs
in various contexts.

From an overall evidence-synthesis perspective,
risk management adoption should not be viewed as a
simple binary decision but rather as a gradual process

that evolves from risk coping to a more integrated,
comprehensive, and learning-oriented risk governance
system. Determinants of adoption and their interactions
differ across contexts, sectors, and institutions and
institutions' environments.

The current review has several limitations.
Although the final corpus comprised only 22 studies, the
objective of the review was analytical depth rather than
statistical generalisation. Therefore, the results are more
suited to identifying determinant salience and describing
explanatory patterns, rather than providing quantified
effect sizes.

Second, there is substantial heterogeneity
between SMEs with respect to definitions and
operationalizations, including within specific industries.
Moreover, most studies treat adoption of SMEs not as
an either/or proposition but rather as a spectrum or
continuous process. Thus, some studies treat the
implementation of an ERM framework as adoption,
while others may view the adoption of individual tools,
such as inventory management, or use of informal SME
processes as significant. This variation creates
additional conceptual noise when comparing results
from multiple studies.

Third, methodological shortcomings persist as
most research operates through cross-sectional designs
and narrative reviews that, by design, fail to establish
temporal linkages or generate evidence on changing
relationships post-crisis, thus obstructing potential for
drawing causal inferences and stifling learning about
gradual changes of determinants over time. As a result,
claims about performance outcomes tend to be limited
to correlative findings rather than attributing causal
effects.

It is also important to highlight that the review
employed an indexed, predominantly English language
search which potentially oversums the volume of
relevant, regionally specific, ‘grey’ literature available
particularly for SMEs operating in emerging economies
where formal publishing is patchy at best.

In future research, it would be useful to focus
more on designs that are longitudinal or quasi-
experimental in nature to gain a better understanding of
how the various drivers (leadership commitment,
culture, learning) have a causal impact on the adoption
and persistence trajectories in post-crisis periods. This
would move the field from determinant identification to
mechanism -based validation.

More sectoral and regional diversity is needed.
Service SMEs, informal-sector SMEs and SMEs in
underrepresented regions have not received sufficient
attention to ensure generalisability and to inform
intervention design. Comparative multi-country studies
can help to disentangle the effects of institutional
strength, enforcement, and value-chain integration.
Evidence also exists to support the closer integration of
digital transformation and cybersecurity considerations
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into SME risk adoption models. The need for
frameworks which are specifically designed for, and
empirically validated on, SMEs, is clearly articulated,
and there is particular interest in models that incorporate
both behavioural and organisational and technical
elements, especially as it relates to how small
organisations utilise Al-enabled technologies to mitigate
the impact of limited resources and capabilities.

Heinze & Henschel (2021) also recommend
finally equipping researchers with standardised
instruments to measure risk management sophistication
and the depth of adoption. With such instruments
lacking, comparative analysis is highly tentative and
even potentially impossible, and meta-analyses are
unable to reach their full potential when it comes to risk
management practices. Ultimately, the development of
standardised measures and longitudinal evidence would
significantly strengthen future research on SME risk
management adoption and support the design of more
effective managerial and policy interventions.
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APPENDIX

APPENDIX 1

Figure 1. PRISMA 2020 flow diagram illustrating the identification, screening, eligibility assessment, and
inclusion process of studies related to SME risk management adoption (Source: Developed by authors).
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APPENDIX 2

Table 7. General Information Extracted from the Validated Corpus of 22 Articles 2015-2025 (Source:
Developed by authors)

Authors Year Country & Study Type': of company Methodology
Context studied used
Falkner & Hiebl 2015 A.u stria & Eur'ope B SMEs (general) Systematlc .
Literature review literature review
Chemlal, Mrabet & Benazzou | 2017 Morocco — National Moroccan SMEs Exploratory / State
SMEs of the art
Afolabi & James 2018 Nigeria — SMEs in Osun SMEs (various sectors) Quantitative
State survey
Lima & Verbano 2019 Italy — Case study Italian SME (project- Case study
context based)
Ferreira de Aratjo Lima, . Systematic
Crema & Verbano 2020 | Italy & International SMEs (general) literature review
. South Africa — Small enterprises
Baloyi & Ozumba 2020 Construction sector (construction SMEs) Case study
Valle’:e-Tourangeau & 2020 UK - Psychology SME.s .(rnanagerlal Narrative review
Vallée-Tourangeau applied to management cognition)
Crgwm, stola & 2021 Europe - Management SMEs (general) Advanced .
Britzelmaier perspective literature review
Chakabva, Tengeh & South Africa — Emerging o
Dubihlela 2021 market SMEs SMEs (general) Qualitative
Mohamad Fauzi et al. 2022 | Malaysia — SMEs SMEs (general) Narrative review
Mthiyane, Van Der Poll & South Africa — Conceptual
Tshehla 2022 Developing countries SMEs (general) framework
. . UK & International — . o
Rodriguez-Espindola et al. 2022 Digital manufacturing Manufacturing SMEs | Quantitative
Tajer, Benyaich & Rigar 2022 Mo.rf"’co — SMEs Moroccan SMEs Qualitative
resilience
Buganova, Hudéakova, . _r
Simickova & Motkové 2023 | Slovakia — SMEs SMEs (general) Quantitative
Chakabva & Tengeh 2023 | South Africa — SMEs SMEs (general) Quantitative
Ahmad & Teo 2024 Malaysm — SMEs ERM SMEs (general) Literature review
adoption
Bin-Husayn, Abdullah & 2024 | Middle East — SMEs SMEs (general) Systematic
Rimmel literature review
Glowka, Hule & Zehrer 2024 Augtrla — Family Family SMEs Qualitative
businesses
gullltlfr}nlt? Zairin, Musyaffi & 2024 | Indonesia — SMEs SMEs (general) Quantitative
Yuwono & Rachmawati 2024 | Indonesia — SMEs SMEs (general) Systematlc .
literature review
Dioubate 2025 | West Africa— SMEs SMEs (general) l()?;)Sr:zieptual / Case-
Sotamaa, Reiman & Kauppila | 2025 leg n_d - M{mufacturmg Manufacturing SMEs Systematlc .
& digitalisation literature review




