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Abstract: The software industry is quality-based and paramount for market-oriented software products. In
the software industry, quality assurance (SQA) plays the key role, and is also known as software testing. The testing
strategy can include a few steps to consider, such as ownership, unscripted tests, documentation and reportage, and
test frequency. Testing provides software quality for the proposed software product and fulfills customer
satisfaction. Software product testing and delivery is more suitable than unverified software consistency,
expectedness, and non-exceptional resources. A few important types of software testing are unit, integration,
system, sanity, smoke, interface, regression, and beta testing. Artificial intelligence approaches will enhance the
quality of applications through new approaches to testing and regression testing by describing the impact factor of
Al SQA tools. It will also aid in developing steep-quality, less insecure, and safer software. Al can help manage
complex digital realms, such as dynamically decentralized networks, surveillance, robotics, and digital services of
the next era (often grouped under the term “Next Generation Internet”). Outputs can help promote work on specific
Al-based domains that may be required to implement modern digital platform smart activities that involve near
interrelationships involving innovations, semblance, and implementations in quality assurance.
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1. Introduction

1.1. Quality Assurance

The industry is based on quality, which is crucial
for the assurance of any product. In the software
industry, quality assurance plays the key role of
software products. Quality assurance is known as
testing [1]. Hence, in the software industry, SQA is
software testing. The testing strategy can include a few
steps to consider, such as ownership, unscripted tests,
documentation and reportage, and test frequency. The
testing methods normally implemented by the software
industry are manual testing and automated testing [2].
SQA is defined as “investigation of software from a
quality perspective or service developed by the
software team”. SQA provides comprehensive risk
analysis for software products to provide a customer-
independent view of quality satisfaction. It ensures that
software products are of high quality and fulfill
industry norms.

1.2. Importance of Software Quality Assurance

Testing provides software quality for software
products and provides customer satisfaction. Tested
and delivered software product is more suitable than
unapproved software. A few important types of
software testing are unit, integration, system, sanity,
smoke, interface, regression, and beta testing.

The quality characteristics cover many phases
depicted in Figure 1.

Quality characteristics

Data Quality,
Quality in use &
Software equality

Fig. 1 Al system dimensions and SQA (Developed by the authors)

Non-functional testing involved in the software
industry includes performance, load, stress, volume,
security, compatibility, install, and recovery testing.
Testing with software parameters is not prone to
variability with respect to loss and theft of data [3]. At
the enterprise level, business application daily activity
is dependent on the software they use in the
development cycle. The lack of testing and verification
can cause great losses for business stockholders.

1.3. Quality Assurance Approaches

e Stress Testing: Exposing intrinsic flaws will
implement and then wuse results to enhance the
commaodity and gain a higher quality.

e Statistical Control: Objective and subjective data
analyses are used to measure accurate data and monitor
them against trait heterogeneity.

e Total Quality Management: Quality entails
commodity that depends on the contributing
constituencies, some permanent and manageable will be
tested.

* Models and Standards: Maintaining international
standards with general competency criteria.

* Company Quality: Tests carried out by the directing
board to establish a method for enhancing efficiency.
This is accomplished via controls, job management,
process, efficiency, knowledge, abilities and expertise,
competence, convincing, and facilities.

1.4. Problem Statement

SQA is a very critical phase in the software
development industry [3]. Several tools were
introduced to deal with software quality assurance.
Most software houses in Pakistan are unaware of these
modern tools. Artificial intelligence-based SQA tools
result in better improvement in software development
[4]. The software development cycle needs quick and
smart development process in which an Al-based
model resolves SQA issues [5]. The latest Al-based
techniques can help save time, cost, and quality
assurance activities. In this regard, it is important to
highlight the following issues and determine the factors
that answer the following reasons:



* Why Al-based tool implementation is important
for SQA.

e Are software houses in Pakistan aware of Al-
based SQA?

e How SQA is maintained in software houses in
Pakistan?

1.5. Research Objective

This study was conducted to focus on the following
objectives:

* Highlighting the importance of SQA in the
software industry by applying Al-based techniques;

e Surveying the types of techniques used by
software houses in Pakistan;

* Providing detailed review and survey of Al-based
techniques for SQA in Pakistan.

1.6. Research Design
The paper consists of several parts, as shown in
Figure 2.

Introduction

Problem statement

Literature review

Objective

Methodology

Results & discussion

Conclusion
Fig. 2 Structure of the research (Developed by the authors)
The diagram provides the stepwise process of the

study. The research findings are presented to discuss
the outcome of the research. The last part of the paper

is a conclusion, summarizing the study presented and
discussed.

2. Research Background

2.1. Artificial Intelligence and SQA

The traditional companies’ data explosion and
extensive powerful computational approach
enhancement proposes an effective solution for the
software industry. Complex applications in software
development have been a very critical issue due to
sensitive coding and testing. Artificial intelligence has
recently made substantial efforts toward intelligent
software  applications [5]. Virtual assistants,
autonomous vehicles, medical diagnoses, etc. are major
artificial intelligence contributions to software quality
improvement — these tasks few years ago were
competing with the human approach. Al is a collection
of algorithms that performs a human approach in a
computational sense. The Al subfields of machine
learning and deep learning [7] have contributed
innovative steps toward the next future software
technologies. The software industry has been
continually approaching and implementing Al-based
smart systems. Al-based systems, which are capable of
penetrate almost every software application domain.
Machine learning, deep learning, and NLP-related
algorithms have achieved great innovation in the field
of software quality and testing. Rapid and efficient
growth in software development processes with the
capability to assure automated quality checking [6]
saves time and costs in the software development
industry.  This entails and imparts quality
standardization with the acceleration of safe and
accurate development. Automation and optimization of
software development workflow generated with
specific models. Al-based testing and validation studies
are given below in Table 1.

Table 1 Studies focused on Al-based techniques for SQA (Developed by the authors)

No. Source Obijectives Parameters Limitation
1 [6] ML-based SQA model approaches High level granularity ML and SQA
2 [7] SQA security using the DL QA security DL-based approach from the
Reusability perspective of SQA
Implementation of the DL process
3 [8] To highlight the integration of Al in Case-specific QA SQA, Al, and medical
radiotherapy with SQA Routine QA applications
4 [9] To implement Al-based SQA testing Al-driven testing in SQA Al and Testing in SQA
5 [10] To highlight quality evaluation domain- SQA domain-specific testing ML and SQA
specific discussion ML-based model testing
6 [11] To analyze holistic assessment using Quality risks SQA risks and ML Model

ML methods for identifying possible
risks from the perspective of SQA

Mitigation of Quality risks
Customer confidence using the Al-based

Assessment for Risk Analysis

model at release time
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Continuation of Table 1

7 [10] To discuss important guidelines for Quality evaluation aspects SQA evaluation methods of
ML- and Al-based SQA in the software Current state of the art of techniques Al-based methods
industry
8 [11] Self- adaptive and self-learning models Accuracy, process and correctness Al from the perspective of
measures with software quality, quality- SQA
in-use and data quality
9 [12] CPPS - Cyber physical production V-models for QA Al and Data Quality in SQA
systems Data quality holistic approach. Step-wise
and level-wise control
10 [13] Diverse ML algorithms and pattern Software testing approaches and quality Al software testing and quality
recognition strategies by metamorphic testing methods validation
2.2. Application of Al in the SQA scheduling, developing, testing, deploying, and

Al techniques are incorporated in many software
industry companies. Al applications in the software
industry are vast to cover. However, few important
applications of Al in the software industry are
discussed below:

Software and its engineering [14] used to control the
software development cycle with effective Al-based
SQA methods. The engineering of software includes
the design, development, testing, deployment, and
management of software. Software creation and
management involves critical steps that cover
management issues in SDC. This includes planning,

supporting [15]. The new versions of systems need to
support IT systems products by applying Al-based
techniques. Software techniques used for software
authentication and validation during several SQA
phases.  Validation  covers  customer-specific
requirements, and verification checks the process that
meets software specifications. Software defects
analysis is used to automate defect analysis [8] to
ensure software quality. Software testing and
debugging are used to debug errors by automated Al
packages that cover errors with debugging techniques.

Table 2 Techniques of ML in SQA advantages and drawbacks (Developed by the authors)

Tech Definition Advantage Drawback Ref.

RNN Recurrent network for every Input of any length possibility Slow computation and difficulty in [17]
element sequence is acceptable accessing information

LSTM RNN subtype to avoid vanishing Long-time information saving Takes longer time for training and [18]
gradient problems and remembrance requires more memory to train [19]

CNN It uses convolution of at least one Detects automatically Needs a huge data set and high [19]-[21]
layer important features computation cost

Stacked Auto- The type of neural network consists  Uses a pre-trained transfer Expensive in terms of computational  [22], [23]

encoder of several layers learning model power extremely uninterruptable

LR Describe data and relationship Easy and efficient training Does not combine features for [24]
between one binary and independent generation
variables

SVM Used for both regression and Uses kernel function and less ~ Software with high density cannot be [25]

classification tasks

computational power

updated

3. Research Methodology

3.1. Inclusion and Exclusion Criteria

This study consisted of different phases. In the
initial phase, data were collected by qualitative
methods. The projected data pool were five different
levels of software companies that used Al for SQA and
tried to get data count up to 1200 responds on the
designed questionnaires and interviews. The data were
collected in an extremely careful manner so that the
responses were accurately mapped. The interview and
all data collection techniques were able to get

responses in the form of numbered responses from 1 to
5, where 1 is the excellent remark and 5 is the worst.
The second stage consisted of scrutinizing valid
responses from the expected 1200 responses. The
criteria for using the data were logically and physically
patterned. The corrected and reliable result was
expected to be in the number of 700 to 800
(approximately) gathered for the analysis. At the third
and last stage, the qualified responses were analyzed
using the statistical tools for obtaining the required
reliable results to fulfill the objective of the study.
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Fig. 3 Research methodology and working plan (Developed by the
authors)

3.2. Data Collection and Analysis Discussion

A questionnaire was developed to determine the
impact of Al in testing and quality assurance by finding
the opinions of different software engineers and
companies.

1. CURRENT JOB DESCRIPTION

Testing and quality
assurance
professional (for

example tester,

technical tester)
29 %

Testing and quality
assurance

nal,

pr

responsible fox professional,

ic testing responsible for

example

specific testing

)roject manager,
program manager)

18 %

Fig. 4 Percentage of participants’ current job descriptions
(Developed by the authors)

Question 1 referred to participants’ professions. It
offered single mandatory selection for 93 participants.
Figure 4 shows details of participants’ job
specification. Thus, 24 participants (25%) had existing
job descriptions. Ten participants had existing jobs
directly related to SQA, and 14 participants’ current
job descriptions were related to IT departments.

Question 2. Do you work for an SWE house that
specializes in testing and quality assurance?

This was a Yes/No-question (mandatory) and 93
participants were targeted for the survey. The survey
statistics are given in Figure 5.

2.DO YOU WORK FOR A COMPANY THAT SPECIALISES IN
TESTING AND QUALITY ASSURANCE?

°
I ;‘
NO YES

Fig. 5 Participants’ responses to Q2

Question 3. How many years have you worked in
testing and quality assurance?

This was a Yes/No-question (mandatory), and 93
participants were targeted for the survey. The survey
statistics are given in Figure 6, which shows
participants’ experience according to their designation
and career.

3. HOW MANY YEARS HAVE YOU WORKED IN TESTING
AND QUALITY ASSURANCE?
Years - over 30 yvears

5% 1%

0 -5 vears

years - 20%

6 - 10 vears
218 %

11-15years ——

Fig. 6 Participants working in testing and quality assurance
(Developed by the authors)

Question 4 referred to the properties of quality
assurance experts. It offered evaluation (mandatory)
selection for 93 participants, who assessed these
properties choosing the following answers: minor,
important, critical, and don’t know. Figure 7 shows the
survey statistics of the respondents’ opinions.

4.In the following has been listed typical properties for testing and

quality assurance expert. How important do you see following
properties?

Differences between participant's groups

UNDERSTANDING THE CUSTOMER'S
NEEDS

COMMUNICATION SKILLS

CONTINUOUS DEVELOPMENT OF
SKILLS

UNDERSTANDING THE BUSINESS
TEST AUTOMATION
QUICK DEFECT CORRECTIONPROCESS

TECHNICAL SKILLS

REPORTING OF TESTING PROGRESS

b 2 3 4

Personnel Customers

Fig. 7 Participants’ opinions about the importance of properties for
testing and quality assurance experts (Developed by the authors)

Question 5. Which testing and quality assurance
areas will be added in the future?

This was a multi-line text box (optional) and 41
participants were targeted for the survey. Table 3
provides the survey statistics.

Table 3 Quality assurance and testing expert specialty as a career in
the future (Developed by the authors)

Statement Time Mentioned
Picture theme understanding 15
Test automation 6
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Continuation of Table 3

Evolving complete testing 6

Developing methods understanding 6
(Scrum, DevOps, SAFe, Kanban)

Developing processes and 5
understanding
Initiative 4

NS

Technical aspect understanding of the
system or systems

Testing by applying exploratory and 3
experimental approaches

Testing needed for accountability and 3
profitability

Cooperation skills 3

Changes in methods for testing can cause different
results. Properties with skills needed to add 1-2 times.
Other important aspects included test case planning,
maintenance of test data, integrity testing, security
aspect, tools, and user experience. These parameters
are important and are considered in Table 3. The
testing expert can further add and perform other
important tasks if needed.

Question 6. How important do you find the matters
listed below in the future?

It offered evaluation (mandatory) selection for 93
participants, who assessed the matters choosing the
following answers: minor, important, very important,
and do not know. The survey revealed how important
these matters are from the perspective of SQA, which
is shown in Figures 8 and 9.

6. How important do you see listed matters below in the
future? All participants
VERSION CONTROL SUPPORTS TES

FUNCTIONAL REQUIREMENTS MANAGEMENT

TESTING IS AUTOMATED IN DIFFERENT L]
AUTOMATED AT QUALITY ASSURANCE IS LINKED TO
REQUIREMENTS

QUALITY ASSURANCE CAN BE MONITQRED
THROUGHOUT THE WHOLE ORGANIZA]

NEW VERSION CAN BE RELEASED COMPLETELY
AUTOMATICALLY

SERVER ENVIRONMENTS ARE MAINLY VIRTU|

TEST ENVIRONMENTS ARE VIRTUIA]

Fig. 8 Participants’ answers to Q6 (Developed by the authors)

6. How important do you sec listed matters below in the
[future? Differences between participants groups

VERSION CONTROL SUPPORTS TESTING

FUNCTIONAL
MANAGEMENT

REQUIREMENTS

TESTING IS AUTOMATED IN DIFFERENT
LEVELS

AUTOMATED Al QUALITY ASSURANCE IS
LINKED TQ

REQUIREMENTS

QUALITY ASSURANCE CAN BE MONITORED
THROUGHOUT THE WHOLE ORGANIZATION
NEW VERSION CAN BE RELEASED
COMPLETELY

AUTOMATICALLY

TEST ENVIRONMENTS ARE VIRTUALIZED

SERVER ENVIRONMENTS ARE MAINLY
VIRTUALIZED

1 2 3 4
.

Personnel Customers.

Fig. 9 Participants’ answers to Q6 (Developed by the authors)

Question 7. How imperative are issues/matters
related to quality reassurance production in the next
few years?

This multiline text box was intended for 34
participants. The question referred to quality assurance
issues/matters for software industry development.

Table 4 SQA for software quality production in the future

Statement Time
Mentioned

Overall test automation, including services 15
and environments.
Automate only beneficial parts

A working development team, cooperation 9
and communication

Automate daily deployment to production 6

Branching and managing different software 7
versions and environments. Acceptance test
environment should correspond to the

production

Shift left testing. Testing should be initiated 4
right from the start. Provide transparency of
quality assurance

Business and customer requirements are in 4
the core of the project. Provide requirement
traceability

Question 8. How important do you see the
automation of the following test types in the future?

It offered evaluation (mandatory) selection for 91
participants targeted for the survey. Who chose among
the following answer options: minor, important, very
important, and do not know, respectively. Figures 10
and 11 show the survey statistics for this question.

8. How important do you see the automation of the following test types
in the future by using AT tools?

Al participants

REGRESSIONTESTIN
G

UNIT TESTING

INTEGRATIONTESTI
NG

SYSTEM TESTING

ACCEPTANCETESTI

1 2 3 4

Fig. 10 Participants’ answers to Q8 (Developed by the authors)

8. How important do you see the automation of the following test types
in the future by using ai tools?

Differences between participant's groups

REGRESSIONTESTIN
G

UNIT TESTING

INTEGRATIONTESTI
NG

SYSTEM TESTING

ACCEPTANCETESTI

1 2 3 4

Personnef Chstomers

Fig. 11 Participants’ answers to Q8 (Developed by the authors)



Question 9. How comprehensive automation should
be performed in future using Al tools?

This question offered selection for 91 participants
targeted for the survey. Figure 12 shows the customers’
answers, and Figure 13 shows the personnel’s answers.

9. HOW COMPREHENSIVE AUTOMATION SHOULD BE

USING AI TOOLS?

CUSTOMERS

Not at all
0%

Fig. 12 Customers’ answers to Q9 (Developed by the authors)

9. HOW COMPREHENSIVE AUTOMATION SHOULD BE

DONE IN THE FUTURE BY
USING AI TOOLS?

ALL PARTICTPANTS
Not at all
L%

Fig. 13 Participants’ answers to Q9 (Developed by the authors)

4. Results

Artificial intelligence approaches will enhance the
quality of applications through new approaches to
testing and regression testing by describing the impact
factor of Al SQA tools (Table 5).

Table 5 Survey of Al tools practices in software quality assurance in Pakistan (Developed by the authors)

Al Tools Not used

Uses traditional debugging for SQA

Uses traditional debugging for SQA
Uses traditional debugging for SQA
Uses traditional debugging for SQA

Uses traditional debugging for SQA
Uses traditional debugging for SQA

No. Software House Al tools used

1 Digital market industry

2 Softech house Uses Al tools for SQA
3 Modern Software’s

4 An agile industry

5 The IThub

6 The SoftwareTech Uses Al tools for SQA
7 The new trend software

8 The SOFTIT

9 NewlTTECH

10 NEWTECHIT

Uses traditional debugging for SQA
Uses traditional debugging for SQA

It will also aid in developing steep-quality, less
insecure, and safer software. Al can help manage
complex digital realms, such as dynamically
decentralized networks, surveillance, robotics, and
digital services of the next era (often grouped under the
term “Next Generation Internet”). Outputs can help
promote work on specific Al-based domains that may
be required to implement modern digital platform
smart activities that involve near interrelationships
involving innovations, semblance, and implementations
in quality assurance. The algorithms would potentially
have a major effect on all aspects of our existence.
Artificial intelligence is part of a continuum of
technologies developed to help individuals, businesses,
and society provide quality work with the best user
experience.

5. Conclusion

This study entails a precise discussion of software
quality assurance using Al-based tools and methods.
The software industry challenges, methods, and

implementation of tools can be easily applied to
overcome debugging issues. This was achieved by
designing a short survey from software houses in
Pakistan. The survey questions were asked to know Al
tools related awareness. Artificial intelligence-based
tools in the software industry help build high-quality
software. The research will help in the improvement of
identification and classification, recognition and
profiling, behavioral detection and analysis, context
identification, and classification of human-created
errors in development. This will also cope with
credibility and wellness monitoring,  systems
integration,  decision-making,  suggestion  and
collection, intelligent direction and behavior, and the
ability to interpret and anticipate.

5.1. Limitations of the Study

This study is limited to SQA from the perspective of
artificial intelligence tools. This research is based on
software testing and quality assurance in software
houses of Pakistan.
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5.2. Recommendations

This study can further be extended to focus
hybridized approaches of ML and DL models to verify
the quality assurance of software.
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